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1. [bookmark: _Toc176191957][bookmark: _Toc176191851][bookmark: _Toc176191218][bookmark: _Toc438547283]
Definitions and abbreviations

0. [bookmark: _Toc438547284]1.1.	Definitions

Risk
The possibility that an event will occur and adversely affect the achievement of objectives. (COSO ERM). Lost opportunities are also considered as risk. 

Risk identification 
Determining existing or anticipated risks that can endanger the achievement of the entity’s objectives.

Risk assessment
Estimating the significance of a risk and assessing the likelihood of the risk occurrence and determining the appropriate response.

Risk Trigger event
Situation that may provoke undesired consequences, if it occurs.

Risk owner 
The person responsible for performing the respective process/ sub-process within the institution, e.g. head of the structural unit in charge of implementation of the respective function, irregularity officer, MoP coordinator and the like.














0. [bookmark: _Toc438547285]1.2.	Abbreviations

AP 	Action Plan 
CFCA		Central Finance and Contract Agency
IRC		IPA Risk Coordinator
NF		National Fund
NAO		National Authorising Officer
PAO 		Programme Authorising Officer
RM		Risk Manager
RMC		Risk Management Coordinator
RMG		Risk Management Group
RR		Risk Register
RMP		Risk Management Panel
TAIB		Transition Assistance and Institution Building
TF		Transition Facility 









1. [bookmark: _Toc438547286]IPA TAIB and TF risk management

[bookmark: _Toc176191960][bookmark: _Toc176191854][bookmark: _Toc176191221][bookmark: _Toc438547287]2.1.	Objectives and purpose of procedure 

In a case of IPA TAIB and TF structure, the main objectives of risk management activities are to:
· ensure functioning of IPA IPA TAIB and TF structure as a whole;
· ensure the achievement of the objectives for each body within IPA TAIB and TF structure on its particular level and in according to its functions;
· protect national and EU financial interests against fraud, waste, legal violations and errors;
· protect the institution’s resources;
· ensure the accuracy and timeliness of information and its availability to the persons/authorities concerned;
· to ensure that adequate operating procedures are in place to manage crisis situations.

In order to achieve the above mentioned objectives, all IPA TAIB and TF bodies have to understand and support the concept and methods of risk management process that needs to be developed and spread throughout the IPA TAIB and TF structure from top down to the final beneficiary. Risk management has to be implemented as a comprehensive, workable structure and set of practical tools for anticipating risks which may negatively affect efficiency of entity's operations and to effectively deal with them after their identification and assessment. 

The below procedure for risk management describes the following:
(1) how the co-ordination of risk management tasks is ensured among the bodies concerned and 
(2) how the risk management responsibilities are fulfilled within the Operating Structure. 

This procedure relates to systematic:
a) analysis of processes within the responsibility of each institution of the Operating Structure, 
b) identifying risks for achieving institution’s objectives,
c) identifying remedial actions for mitigating the risks which are not tolerable for the management of the respective institution or the management of the Operating Structure.





[bookmark: _Toc438547288][bookmark: _Toc176191962][bookmark: _Toc176191856][bookmark: _Toc176191223]2.2.	System/ process risk management and ad-hoc risk management 

Risks are identified through screening of all the functions and tasks within the respective institution’s responsibility, the control and decision-making points and necessary risk mitigation actions through brainstorming performed within the institution (and Risk Management Panel for level of the Operating Structure) in order to determine risks within every process which might substantially influence the achievement of objectives of respective body of the Operating Structure or common objectives of IPA TAIB and TF.

In order to enforce a ‘live’ risk management as integral part of the internal control system within each body of the Operating Structure, the system/ process risk assessment is performed on annual basis.

In the cases when high importance risks are identified out of annual systematic risk assessment process by any Beneficiary Institution or Central Finance and Contracting Agency staff member, the ad-hoc risk management is applied and the risk can be reported through Risk Alert Forms (described in Section 3.3 “Ad-hoc risk identification” of this Chapter) to the Risk Manager. Risk Manager in cooperation with Risk Management Coordinator or IPA and TF Risk Coordinator/NAO is taking necessary steps to take the necessary actions to mitigate the identified high risk situation.

1. [bookmark: _Toc176191963][bookmark: _Toc176191857][bookmark: _Toc176191224][bookmark: _Toc438547289]Process, sub-processes and functions of bodies within the OS
[bookmark: _Toc438547290][bookmark: _Toc176191225][bookmark: _Toc176191858][bookmark: _Toc176191964][bookmark: _Toc302953061][bookmark: _Toc193005364]3.1.	Risk management roles within the Operating Structure for IPA Component I and Transition Facility

In order to ensure an adequate risk management system the PAO shall appoint a Risk Management Co-ordinator and the SPOs shall appoint the Risk Managers within their respective organisations. Risk Manager shall be appointed in the CFCA as well.
Risk Management Co-ordinator and Risk Managers shall participate in Risk Management Panel that shall meet at least twice per year to evaluate and discuss the risks identified within the OS and to propose activities for risk mitigation.
Risk Management Panel shall submit its minutes of meetings, including a list of identified risks on the level of IPA Component I and Transition Facility system (Risk Register) and proposed mitigation measures, to the PAO and the NAO with copies to the responsible SPO of the Beneficiary institutions and responsible person of CFCA.

Risk Management Coordinator reports to the PAO, NAO and the IPA and TF Risk Coordinator.

The flowchart below visualizes the whole IPA TAIB and TF risk management structure and process:

[bookmark: _Toc176191965][bookmark: _Toc176191859][bookmark: _Toc176191226]

[bookmark: _Toc438547291][bookmark: _Toc176191967][bookmark: _Toc176191861][bookmark: _Toc176191228]3.2.	Programme authorising officer (PAO)

To ensure risk management at the Operating Structure level, the Programme Authorising Officer:
1. appoints the Risk Management Coordinator;
1. appoints the Risk Manager within the CFCA;
1. monitors the risk management process within the Operating Structure;
1. approves Action Plan for mitigating risks within IPA component I and TF identified by the Risk Management Panel.
1. Convokes/participates in meetings with SPO's about identified risks and proposed mitigation measures,  at the suggestion of the IPA TAIB and TF RMC, at least twice a year. 


[bookmark: _Toc438547292]3.3.	IPA TAIB and TF Risk Management Coordinator (RMC)

The Risk Management Coordinator is nominated by the PAO within the CFCA. The Risk management Coordinator performs the following responsibilities:
· convokes, twice a year or more often, if necessary, and chairs the meetings of the Risk Management Panel;
· collects from Risk Managers of relevant bodies within the TAIB and TF OS the Risk Registers, as well as Risk Alert Forms (filled only for ad-hoc identified risks, which have not been identified on organised Risk Management Group meetings); 
· identifies and reassess the risks independently and in cooperation with OS Risk  Managers; 
· approves the minutes of the RMP meetings and updates the consolidated Risk Register and Action Plan for TAIB and TF;
· sends the updated Risk Register, Action Plan and minutes of RMP meetings, within 10 days from the RMP meeting, to PAO, NAO/IPA and TF Risk Coordinator with copies to the Risk Managers of Beneficiary institutions and CFCA;
· participates actively in drafting and monitoring the Action Plan for mitigating high risks at the highest management level; 
· closely cooperates with IPA and TF Risk Coordinator/NAO.

[bookmark: _Toc176191968][bookmark: _Toc176191862][bookmark: _Toc176191229][bookmark: _Toc438547293]3.4.	Risk Manager (RM)

Risk Managers are responsible for coordination of risk management in Beneficiary institutions and CFCA. The Risk Manager duties are to:
· convoke and chair, twice a year or more often if necessary, the meeting of Risk Management Group on the level of their institution;
· identify the risks with other colleagues in accordance with the objectives of the institution; 
· in case of ad-hoc risk, which has not been identified on organised Risk Management Group meeting, collect the filled-in Risk Alert Form, and send it to the RMC/IPA TAIB and TF Risk Coordinator  (depending on how high the risk is) and incorporate the newly identified risk in the Risk Register of the respective institution;
· participate in meetings of the Risk Management Panel representing its institution. On RMP meetings Risk Manager discusses risks related with its own institution and other bodies within the Operating Structure;
· fills and updates the Risk Register and sends it twice a year to the Risk Management Coordinator responsible for IPA TAIB and TF; 
· ensures that there is a culture of risk awareness within his institution. 

[bookmark: _Toc438547294][bookmark: _Toc176191969][bookmark: _Toc176191863][bookmark: _Toc176191230]3.5.	Risk Management Panel (RMP)   

Risk Management Panel for IPA TAIB and TF includes the representatives (Risk Managers) from the following bodies/levels: Beneficiary Institutions, CFCA, IPA TAIB and TF Risk Coordinator, NAO/ NF (if necessary).    
The duties of the Risk Management Panel are to: 
· discuss and re-evaluate, if considered necessary, the risks in regular or ad hoc meetings of the RMP and inform management about identified risks and proposed efficient measures for their prevention and mitigation, developing a consolidated Risk Register;
· apply prompt and most effective remedial actions if the risks are clear and recognizable , developing a consolidated Action Plan for risk mitigation actions;
· maintain a data base of risks in the Risk Register and keep it updated during regular meetings to record risk changes and actions taken with regard to risk prevention and mitigation.

RMP proposes risk mitigation measures and risk follow-up. RMC actualizes all decisions of RMP and consolidates them in Risk Register and Action Plan.

The RMP meets as often as needed, but at least twice a year (in the second and fourth quarter) in order to update the Risk Register and Action Plan (if needed) and monitor implementation and progress of remedial actions undertaken. 

In a case when some exceptionally significant risks, that might put in danger achievement of important IPA TAIB and TF objectives (identified by any staff member and reported with the Risk Alert Form and judged as such by RMC) is detected, RMC convokes ad-hoc meeting with the PAO, SPO, Risk owner and other stakeholders in the IPA TAIB and TF operating system that consequently forwards risk information to IPA and TF Risk Coordinator/NAO as soon as possible.
[bookmark: _Toc176191970][bookmark: _Toc176191864][bookmark: _Toc176191231]
[bookmark: _Toc438547295]3.6.	Risk Management Group (RMG)

Risk identification is primarily done within each institution during Risk Management Group meetings, which are convoked at least twice a year by Risk Managers on the level of Beneficiary institutions within operating structure and CFCA.

Risk management on those levels besides Risk Managers includes the Management of the institution (e.g. Heads of Services or Departments), Internal Auditors, Irregularity Officers and, in case of necessity, also other staff members.

The duties of the Risk Management Group are to: 
· analyse the processes and sub-processes within the institutions responsibility and their significance;
· identify the risks  and their impact on institution’s objectives;
· make the assessment of identified risks via regular or ad hoc Risk Management Group meetings;
· propose measures for prevention and mitigation of identified risks;
· develop a Risk Register as a data base of risks and their mitigation actions and keep it updated during regular meetings to record risk changes and actions taken with regard to risk prevention and mitigation;
· monitor the “follow up” of the already identified risk mitigation actions.

The RMG meets at least twice a year (in the second and fourth quarter, prior to meeting of RMP that usually takes place in June and December each year). Annual systemic/ process risk assessment is performed during the second quarter RMG meeting resulting in development of the Risk Register. The fourth quarter RMG meeting is devoted to monitoring of the implementation and progress of remedial actions undertaken and accordingly updating of the Risk Register.
[bookmark: _Toc176191972][bookmark: _Toc176191866][bookmark: _Toc176191233]
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[bookmark: _Toc438547296]4. 		Risk identification and assessment

0. [bookmark: _Toc438547297]4.1.	Identification of types of risks to be assessed

The examples for risk types to be considered are given in the Annex 1 “Catalogue of Types of Risks” of this Chapter. 

However, the relevance of types of risks have to re-considered prior to each system risk assessment to ensure its conformity with the changes in internal control system, changes in the legislative framework, irregularities detected and audit findings and recommendations given by the external and internal auditors, as well as any other information regarding identification of risk sources not identified or not actual before.

The catalogue of types of risks is updated by the Risk Manager prior to the system risk assessment and it is discussed and supplemented (if deemed necessary) during the Risk Management Group meeting.

The types of risks considered actual and relevant during the annual system risk assessment are discussed at the Risk Management Group.

While identifying the risks, it is necessary to evaluate already existing controls and their effectiveness. 
Whatever the way of identifying risks may be, certain occurrence is always observed through so-called “trigger events” or situations that may provoke undesired consequences. 

[bookmark: _Toc438547298]4.2.	Identification of system/ process risks

1. Risk identification is to be done by the Risk Management Group at the relevant meeting for system risk assessment, considering the existing controls, all the fact-findings, results of external or internal audits, detected irregularities. To make risk identification most realistic (and not subjective), it is advisable for the members of the Risk Management Group to discuss the possible risk situations with the staff members at different structural levels. Staff at all levels, both managerial and operational, notifies potential threats they perceive in relation to their functions.


1. Risk Management Group members being in charge of risk identification have to focus primarily on internal risks (risks that derive from the activities of IPA TAIB and TF structural units) and the risk mitigation of which depends highly on the institution or the structural unit itself. 
1. 
1. The results are discussed during the Risk Management Group meeting and compiled by the Risk Manager in the Risk Register (Annex 2 of this Chapter). The risks included in the Risk Register have to be identified and recognised as a realistic possibility by the majority of the Risk Management Group participants. In order to make comprehensive assessment of all the possible risk events, the owners of all the processes should be represented in the Risk Management Group and be present during the system risk assessment meetings. 

1. During risk identification process risk owners are identified. The risk owners are the persons responsible for the respective processes/ sub-processes within the respective institution. 

6. [bookmark: _Toc176191975][bookmark: _Toc176191869][bookmark: _Toc176191236][bookmark: _Toc438547299][bookmark: _Toc176191976][bookmark: _Toc176191870][bookmark: _Toc176191237]4.3.	Ad-hoc risk identification 

It is possible that some situations and high risks could be identified out of annual systematic risk assessment process by any Beneficiary institution or CFCA staff member. In that case Risk Alert Form (Annex 3) is filled in by the person who has identified the risk and given to the Risk Manager. Risk Manager sends the respective Risk Alert Form to the IPA TAIB and TF Risk Management Coordinator. Risk Manager incorporates the newly identified risk in the Risk Register along with the proposed mitigating actions. In case of high risk the Risk Alert Form is sent directly to PAO and the mitigating activities are taken immediately. 

Having received a Risk Alert Form from Risk Managers, the Risk Management Coordinator processes it as follows:
· If considered as being relevant but not urgent, the risk form is kept on file to be examined by the next meeting of Risk Management Group;
· If more information is needed to decide as to the relevance of the risk alert, the Risk Management Coordinator will assign an investigation into the issue:
· If considered as being relevant and urgent, the risk form is sent directly to PAO with proposal of mitigation measures  or further actions (e.g. meeting with the SPO or similar);
· If considered as being irrelevant, the warning is filed but disregarded and the originator is notified of this decision.



[bookmark: _Toc438547300]4.4.	Risk assessment

Risk assessment is about identifying and assessing issues or events that affect IPA TAIB and TF OS activities and impact on the achievement of the defined objectives. Risk assessment is based on two indicators:
· The likelihood or possibility that the effect of a specific risk might materialise;
· The impact of the risk, i.e. the effect or consequences arising from the materialisation of a specific risk.

The assessment process is a judgement relying on the expertise and experience of the risk assessor(s) (members of the Risk Management Group and Risk Management Panel) and the level of information that is available at time of observation. 

Impact of the risk event can be defined as one’s perception of the institution sensitivity to consequences of the considered event.

In order to assess the impact of risks identified by the structural units, the members of the Risk Management Group assess the losses that may emerge in case the risk appears according to the following classification:

	Score
	Risk impact assessment
	Agreed interpretation

	1
	Low
	In case the risk appears, the process and planned activities are not disturbed or minimally disturbed with no need for additional resources

	2
	Medium
	In case the risk appears, the activities are significantly disturbed with possible need for additional resources in order not to disturb achievements of the objectives

	3
	High
	In case the risk appears, the activities are significantly disturbed and considerable additional resources are needed for achieving objectives. Alternatively, this category should be used for describing situation where it is not possible to achieve determined objectives




The risk likelihood is assessment regarding chance that a certain risk may appear in the observed institution’s process. To assess the likelihood of risk occurrence, all members of the Risk Management Group should assess all risks according to the following classification: 

	Score
	Risk likelihood
assessment
	Agreed interpretation

	1
	Low
	The occurrence of risk is practically impossible or there exist some practical cases of such occurrence or knowledge of the occurred situation

	2
	Medium
	The likelihood of risk occurrence is supported by previous evidence or knowledge of the occurred situation

	3
	High
	The likelihood of risk occurrence is supported by clear and frequent evidence or knowledge of the occurred situation



[bookmark: _Toc438547301]4.5.	Developing responses to identified risks – Action Plan for mitigation of identified risks

While providing their own estimate of the likelihood and impact of the risk reported, Risk Management Group members also suggest actions that should be taken by management in order to minimise the possibility of the risk to materialize and/ or to have negative consequences, as well as contingency actions to be taken if the risk actually happens.

There are several possible strategies for mitigating risks and all of these strategies can be used when defining the actions to be taken to mitigate identified risks. The decision will depend on the significance of the risk and management’s risk tolerance and risk attitude (certain risks may be accepted, other not or just to a limited degree). In principle there are four (4) main strategies to use as a risk response:

· Avoid – Actions are taken to discontinue or modify the activities / objectives giving rise to risk. Risks can be avoided by changing the scope, design and/or the technology;
· Transfer – Actions are taken to reduce risk likelihood or impact by transferring to or otherwise sharing a portion of the risk with a third party. Risks can be reassigned to third parties best able to control them or (if different) who will carry the risk at lowest cost, e.g. to government, contractors, concessionaires, operators, bankers, and other parties through contracts, financial agreements, guarantees and other financial instruments;
· Reduce – This is the most common risk response. Actions are taken to reduce the risk likelihood or impact or both. This can be done in various ways, for example enhancing legislation, simplifying operational procedures, increasing control effectives or obtain more information through feasibility studies or specific research;
· Accept – No action is taken to further reduce the risk. RMP estimates that perceived level or risk can or has to be accepted or it is understood that the cost of reducing the risk is higher than potential damage.
[bookmark: _Toc176191238]
Appropriate risk action plans, corresponding to the selected risk responses, are established to ensure that concrete measures are taken to address the risks without delay:

· for risks with priority from 6 to 9 - immediate actions are defined for reducing of these risks;
· for risks with priority from 3 to 6 - measures for reduction of these risks should be included in the internal regulations and Manual of Procedures, foreseeing special escalation mechanism if these risk materialise or if the impact increases;
· for risks with priority from 1 to 3 - no specific actions for mitigation of these risks are necessary, although regular monitoring is needed if the likelihood or impact has not increased.
[bookmark: _Toc438547302]4.6.	Development of IPA TAIB and TF Operational Structure level Risk Register and Action Plan for mitigation of identified risks
	
The annual risk assessment is done at the level of each body within the Operating Structure – PAO, Beneficiary institution and CFCA. Risk Registers prepared by each institution Risk Management Group (including recommended actions for mitigation of the identified risks) and endorsed by the Head of the institution are submitted to Risk Management Coordinator (RMC). In the Risk Register of the Operating Structure RMC compiles only the risks that have serious impact on the system as a whole or for a significant part of the system creating risks that potentially can have impact on the overall implementation of IPA TAIB and TF programmes. The received Risk Registers and ad-hoc Risk Alert Forms are kept in the RMC files electronically as well as in hard copies delivered by Beneficiaries and signed by SPOs

1. External risks (e.g. changes in legal acts, that involve changes in the activities of the institution; economic changes, that influence the financing of the institution, etc.) that influence the activities of the institution also have to be observed at the level of Risk Management Panel when compiling the overall Risk Register of Operating Structure.

The results of the review sessions are consolidated into the compiled Risk Register of the Operating Structure.

The Risk Register is a database of reported risks maintained to follow up treatment of risks. In the database, each risk has following attributes:
· Process, sub-process within which the risk is identified;
· Risk event description;
· Risk owner (in majority of cases - the responsible person for implementation of the process, sub-process);
· Existing controls and rating of the existing control effectiveness;
· Risk assessment rating (likelihood and impact leading to the total risk score), considering the existing controls;
· Description of the activity to mitigate the identified risk;
· Deadline for implementation of the mitigation activity (date until which the risks should still be resolved or controlled);
· Assigned person responsible for the implementation and follow-up of the mitigation action;
· Description of progress of the action implementation and identification whether the mitigation activity is completed or still on-going;
· Identification of risk closure.

The Risk Register is updated during each Risk Management Panel Meeting. 

In order to enforce the mitigation actions to be implemented by the bodies of the Operating Structure, an Action Plan (Annex 4) is extracted from the Risk Register including the following information:
· a detailed description of the risk concerned;
· a detailed description of the actions/ measures to be taken;
· the person in charge of the actions/ measures to be taken;
· deadlines for implementation of the action.

It is a duty of RMC, who is chairing RMP, to send minutes of the meetings, consolidated (or actualized) Risk Register, the Action Plan and any other relevant information to PAO, NAO/IPA and TF Risk Coordinator, with copies to the responsible person of Beneficiary institution and responsible person of CFCA, following 10 working days after RMP meeting.

IPA and TF Risk Coordinator will organize in coordination with NAO a meeting between NAO, PAO and RMC for IPA TAIB and TF in order that risks would be deliberated during 1 month period after receiving the updated Risk Register, Action Plan and minutes of the RMP. 

After receiving information, Risk Management Coordinator convokes subsequent RMP meeting that will take into account managerial decisions and actualise register of responsibilities and actions to be taken (if considered so) for any of the risks observed and accounted into the Risk Register and the Action Plan. RMP meeting will be convoked on a regular basis, except in cases of so called ad-hoc RMP whenever justified by risk level, its impact or combination of both.

The Action Plan is approved by PAO (or SPO in the case of Beneficiary institution).

The flowchart below illustrates the system/ process and ad-hoc risk management process within the Operating Structure as well as the process of development of the Action Plan for risk mitigating activities.





[bookmark: _Toc176191979][bookmark: _Toc176191873][bookmark: _Toc176191240][bookmark: _Toc438547303]4.7.	Monitoring and Reporting 

Risk Managers of each institution inform the Risk Management Coordinator on the actions implemented according to the Action Plan within 10 days from the implementation date.

The RMC monitors the implementation of the risk mitigating actions foreseen by the Action Plan and to be implemented by the persons responsible. He/ she completes a report to inform the PAO, IPA and TF RMC and NAO twice a year, prior to the Risk Management Panel, or as required, of the progress made in strengthening internal controls and other risk mitigating actions. 

[bookmark: OLE_LINK3][bookmark: OLE_LINK4]In order to ensure that the TAIB and TF Action Plan continues to be relevant and effective in all levels of the TAIB and TF Operating Structure, regular monitoring and reporting is carried out. Since already identified risks may evolve and new risks may emerge; risk exposure changes over time; risk responses that were once adequate may become irrelevant; control activities may become less effective or no longer performed, monitoring is also needed to ensure that Risk Register is kept updated. 

Risk Register and related controls have to be regularly revised and reconsidered in order to have assurance that the Risk Register and proposed mitigating actions continue to be valid, that responses to risk remain appropriately targeted and proportionate, and mitigating controls remain effective as risks change over time. 

The revision of the Risk Register and monitoring of the implementation progress of the actions identified for mitigating the risks, is done on semi-annual basis or more often, if deemed necessary, both by the Risk Management Groups and by the Risk Management Panel.

In this connection, Risk Management Coordinator sends the minutes of RMP meetings with updated Risk Register and the Action Plan to NAO/IPA Risk Coordinator and PAO, so that management structure is informed of the evolution of critical risks, the level of acceptance and the emergence of new risks on an on-going basis.

The result of risk management activities is documented in a structured manner, in the Risk Register. 

In a situation when a deadline passes without the risk being mitigated, RMC includes it again in the Risk Register with clear indication that particular risk has not yet been addressed. 
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Annex 1	Catalogue of types of risks
Annex 2	Risk Register
Annex 3	Risk alert form
Annex 4	Risk Action Plan


RM sends minutes and RR to RMC



RMC sends minutes, RR and AP to NAO/IPA and TF RISK COORDINATOR 


RM convokes RMG (in each body within the OS)


RMC convokes RMP per IPA TAIB and TF 
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