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1. Internal Control and DIS/EDIS

A sound system of internal control provides reasonable, but not absolute, assurance that the implementation of EU funded programmes will not be hindered in achieving its defined objectives.

1.1.  Criteria  

System of internal control can be defined as a process designed to provide the NAO with reasonable assurance regarding the achievement of the objectives of particular programmes in terms of:
· effectiveness and efficiency of the operations,

· quality of internal and external reporting, which requires the maintenance of proper records and processes that generate a flow of timely, relevant and reliable information from within and outside the institutions,,

· compliance with applicable EU and national laws and regulations, and also with policies with respect to relevant code(s) of ethics.

· the safeguarding of EU and national funds from inappropriate use or from loss and fraud,

· fulfilment and continuous adherence with the criteria relevant for decentralized management without ex-ante control. 

The system of internal control should include:

· control environment,

· risk assessment,
· control activities,

· information and communications processes,

· continuous monitoring and audit of the system of internal control.

1.2.  Control environment and Control activities

The control model encompasses the policies, processes, tasks, behaviours, and other aspects that, taken together facilitate effective and efficient management of EU funds by enabling to respond appropriately to operational, financial, compliance and related other risks.

Control environment relates to:

· ethical values, 

· management philosophy, 

· delegation of duties and 

· guidelines given by the top management
and forms the discipline, structure and culture of the organisation.

Control activities (also referred to as “control procedures”) are the set of policies and procedures designed to address the risks identified / encountered and achieve the objectives.

Control activities are performed at all levels of the PIU and are prescribed by the relevant manual. 
The internal control environment of the PIU is based on the following principles:

· Written manuals and procedures;

· Segregation of duties;

· Four eyes principle;

· Substitution policy;

· Risk assessment;

· Implementation of comprehensive set of preventive and detective control activities and verifications;

· Information and communication;

· Continuous monitoring and audit of the system of internal controls, 

· Audit trail.

Written manuals and procedures

All procedures are prepared in form and prescribed in the relevant manuals of procedures,

Segregation of duties

Duties are assigned to employees in a manner which ensures activities of initiation, processing and recording of each transaction are segregated. 
Four eyes principle

Control points for each transaction are identified and it is ensured that all controls are performed in a manner which ensures input of transaction data and controlling of these data are separated between two employees before transaction is executed.

Substitution policy
This policy is drawn up to ensure uninterrupted performance of functions in total respect with the rules for segregation of duties. It implies that a person which is being replaced and the replacement cannot plan their absence form work at the same time, i.e. at least one of them has to be present at work at all times..  

Risk Assessment
Risk management and irregularities ensure regular annual risk assessments are performed during which risks are identified and followed through the organization with the aim to identify the extend to which these are effectively mitigated with the controls embedded in the internal controls environment and whether any corrective measures should be undertaken in the design or operating effectiveness of the internal control environment.

Implementation of comprehensive set of preventive and detective control activities and verifications
Internal control environment is based on the set of preventive controls required for each transaction. Performance of these controls must be documented and evidenced with supporting documentation and signature of employee performing the control. 

Information and communication 

Information flow is established throughout the system as well as clear communication and reporting lines, including top down and upwards communication, follow-up and escalation procedures. 

Continuous monitoring and audit of the system of internal controls

Efficient monitoring and auditing is based on observance of the principle of separation of duties and responsibility, documentation and preservation of appropriate evidence (i.e. checklists), exercise of supervision over an official of a lower rank by an official of a higher rank, limitation of access to resources and information to authorised persons only who are responsible for the resources and information, training and development of staff, employee performance review, correct reporting on the controls performed and their results, clearly defined measures for the removal of detected irregularities and for the management of risks.

1.3.  Risk management

Risk management is part of everyday activities of the PIU as a management tool aiming to ensure the fulfilment of objectives as described in Chapter H - Risk management.

1.4.  Information and communication 

Relevant information has to be forwarded immediately to all those concerned. Information has to flow from bottom up and from top down, as well as sideways.

Management and control procedures implemented must be formulated in an unambiguous manner, approved as required and made known to all persons concerned. 

The respective documentation must be easily accessible to employees concerned and to auditors, but also, there must be an appropriate level of protection of the documents depending on their purpose. 

1.5.  Continuous monitoring and audit of the system of internal control
To ensure the effective functioning of an internal control system, it is necessary to exercise supervision over the system or to monitor it. 

Efficient monitoring is based on the following prerequisites:

· observance of the principle of separation of duties and responsibility;

· documentation and preservation of appropriate evidence (i.e. checklists);

· exercise of supervision over an official of a lower rank by an official of a higher rank;

· limitation of access to resources and information to authorised persons only;

· training and development of staff, employee performance review;

· correct reporting on the controls performed and their results;

· clearly defined measures for processing detected irregularities and for the management of risks.

1.6.  Recording and correction of internal control weaknesses
Any internal control weaknesses identified shall be recorded and management responses shall be followed-up. 

Correction of internal control weaknesses shall be done by updating procedures in the procedure manual, and transmitted internally to all the staff and, when relevant, to the CFCA and other external bodies concerned. 

1.7.  Follow-up of audit recommendations
An internal or external audit mission is followed by submission of an audit report including recommendations, which shall be taken into consideration by the audited unit. 

Follow-up procedures are established in the following manner:

· Person responsible for coordination of the follow-up activities and collection of responses is identified (responsible for gathering, analysis of follow-up reports, plus for sending reminders and communication)

· Follow-up period is determined (on a quarterly basis, response time defined at 15 days, follow-up reminders sent by the responsible person)

· Follow-up status report is defined and includes the following information: 

· Description of the issue, 

· Root cause characteristics (for explanation see Annex 1 to this chapter), 

· Responsibility assigned to individual person, 

· Action plan, 

· Expected completion date, 

· Status of completion including brief description of activities performed to date, 

· Rationale for changing the action plan and/or expected date.

2. Significant changes

Significant changes are defined in relation to the following important risks for which adequate controls still need to be established: 

1. Risks associated with changes to systems;

2. Risks associated with appointment of new key personnel.
In order to ensure the existence of the procedure dealing with the management of significant system and individuals changes and to minimize the particular risks mentioned, the procedure regarding management of significant system and individuals changes described below should be followed.  The procedures indicate the kinds of controls that are expected to be in place at the level of the SPO/PAO/ NAO and all bodies in order to manage the risks. 

Management of significant system and individuals changes

1. 
Procedure in case of planning or implementing changes in system 

Risks

a) Changes may be made to systems without sufficient reflection on any possible impact on the overall balance of controls and the installation of any necessary mitigating controls

b) 'Substantial' changes may be made to the systems influencing the EDIS accreditation decision. This could even lead to ineligibility of transactions undertaken while unapproved systems are operating. 

General description of expected control

Since it is the NAO who is responsible to ensure that the overall system is functioning, s/he is expected to have a system in place which ensures that s/he is aware of and assesses any changes to the systems. 

Examples for significant changes would be the following:

· A reorganisation of key bodies involved in the management of the programmes, for example by changing the hierarchical structures inside a Ministry, merging/ splitting 2 units or by moving a key body between Ministries or institutions;

· Changes to the legal basis of one or several bodies involved in the implementation of the programmes (for example from agency status to public institution status);

· Major changes to the approved Manuals, procedures for procurement, supervision of line Ministries for contracts or payments, monitoring or evaluation;

· Rearrangement of abandoning of controls, financial circuits, reporting or workflows;

· Reduction or increase of staff dealing with the programmes in the Implementing Body, National Fund, NIPAC/NAO offices or other key bodies.

Minor changes are those that do not tackle established procedures of the project implementation or pertaining controls e.g. replacement of a staff member with a staff of equivalent qualifications, renaming of a body without other legal implications, updating of manuals due to the introduction of new programmes, guidance received/lessons learnt, change of organigrams etc. without changing the substance of the underlying controls.

The above lists are to be considered as non-exhaustive but should help in assessment of changes.

2.
Procedures on appointment of appropriate key personnel, especially Heads of responsible bodies involved

a) Adequacy of qualifications and experience

Risk

When new key personnel is appointed for all significant posts which are part of programmes implementation, there is a great risk that new appointees in key posts may not have adequate qualifications and/or experience and/or may not be familiar with the operating and controls of system, which can influence the effectiveness of the system.

General description of expected controls

a)     The necessary requirements in terms of skills, qualifications and/or experience should be recorded for all significant posts which are part of the management system. 

b)      A record should be kept of the appointment procedure which should include an assessment of the qualifications and/or experience of the person appointed against those criteria.

b) Handover of responsibilities

Risk

New appointees in key posts may not understand the overall scope of their responsibilities and/or the architecture of the control system they are managing and/or the background to sensitive current issues where action is required.

General description of expected control

a)        As a minimum, all newly appointed senior staff and key individuals should receive a written handover note which sets out the key tasks, responsibilities, and risks which they need to manage, together with advice as to how to tackle them. If possible, the note should come from their predecessor, failing that it should come from their superior.

3. Sensitive post policy

Definition of sensitive posts

The identification of sensitive functions is part of a wider need to develop sound systems of internal control. In addition, it is important that the whole procedure to identify these sensitive functions is formalised and transparent. For these reasons, a general approach that covers a number of Internal Control Standards should be respected.

Sensitive posts can be defined:

· by the nature of the activity itself: this could be the case of all activities where a high degree of personal judgement for taking decisions with financial implications is involved, e.g. officials taking decisions in the area of procurement, contracting, payments, reporting, accounting etc. 

· by the context where the activity is carried out: this could apply for functions dealing with policy-making where officials could be subject to pressures to disclose sensitive information that might endanger the interests of the Commission. The sensitive posts are those where personal conflict of interest is identified.
Thus a sensitive function is one where, through the nature and/or context of the activity involved, there is judged to be an enhanced risk of financial impropriety or potential conflict of interest which could be detrimental to the Commission. 

Analysis of sensitive post

An appointed PIU staff should perform analysis of sensitive posts within the PIU structure of the institution in question.

The posts proved to be high sensitive posts at the PIU are the ones that enable it’s holder not only to have decision making rights regarding particular areas of operations (finance, procurement, evaluation) but also high overall influence in organisation.

The analysis of posts that could be considered as sensitive is supported by the chart presented blow. Each PIU should adjust it to the posts and processes existing within their own organization. 

Table for analysis and identification of sensitive posts (to be used s an example):                                                                                                                              

	            Rights, obligations                                                             

                concerning
                     sensitive

                           post

Name of

post    
	Right to

participate in

general decision making

process and overall influence
	Right to  authorise payments
	Ability to influence preparation of tender documentation 
	Ability to influence Evaluation Committee
	Ability to influence   Irregularity reporting
	Assessment

	SPO
	X
	X
	X
	X
	X
	 High

	Deputy SPO
	X
	
	X
	
	X
	Medium

	Head of the PIU
	
	
	X
	X
	
	Low-medium

	PIU staff
	
	
	X
	
	
	Low-medium

	Etc.
	
	
	
	
	
	


Description of sensitive posts

Based on the previous chart only the high and medium sensitive posts should be detailed and results drawn from the table should be elaborated together with the measures taken in order to mitigate the risks connected with those posts. 

Control over sensitive posts

In order to minimise the risk involved in these posts, they are subject to increased supervision, which shall be provided through the system of internal controls at the PIU and regular audits.

The employees at these posts shall be subject to increased supervision, which shall be provided through the system of internal controls at the PIU, by the system of at least »four eyes« principle, and regular audits carried out by the Internal Audit Unit of the Ministry in question.

Additional audits are performed by the External Auditors, e.g. State Audit Office or an external auditing company contracted by the NAO, in case the NAO decides for an external audit review.

Rotation and/or alternative procedures

Generally, rotation of personnel assigned to the sensitive posts should be applied where possible every five years. However, in cases where the rotation may cause discontinuance of the operation and where lack of adequate resources prevents effective rotation, alternative policies must be applied that include (not an exhaustive list):

· Extended conflict of interest and independence policy, (as explained bellow)

· Internal audit of all personnel assigned to the sensitive posts within its regular audits
· Annual declaration on confidentiality and impartiality 

On an annual basis, Head of the PIU would perform analysis of sensitive post for the need for rotation and would evaluate possibility for its implementation. His/her conclusion would be documented in written.
Conflict of interest and independence policy 

It is the responsibility of all PIU personnel to identify potential conflicts of interest (whether legal, business or personal conflicts) and ensure they are adequately managed before a project commences and to be continually alert for potential conflicts of interest which may arise after a project commences.

If an identified potential conflict of interest cannot be resolved or managed, applicable preventive measures shall be applied, which include, e.g. withdrawal from participation when dealing with sensitive cases.

In the event that new information which could give rise to a potential conflict of interest (for example, a new party which has an interest in the subject matter of the service) comes to light after the project commences, the need for further conflicts of interest checks is also reconsidered.

The PIU staff is to report apparent independence violations involving themselves, their immediate family members, or their close family members immediately to the Head of the PIU, as well as in the annual Declaration of confidentiality and impartiality or affidavit.
Independence is achieved by demonstrating the independence of mind (the state of mind that permits the evaluation of beneficiary and the project without being affected by influences that compromise professional judgement, allowing an individual to act with integrity and exercise objectivity – no business conflicts identified) and independence in appearance (the avoidance of facts and circumstances that are so significant that a reasonable and informed third party, having knowledge of all relevant information, including any safeguards applied, would reasonably conclude a PIUs personnel integrity and objectivity had not been compromised – no personal conflicts identified).

Declaration of Confidentiality and Impartiality
The PIU staff is informed on the PIUs conflict of interest and independence policies. Upon acceptance of employments, all PIU staff shall periodically sign the Declaration of Confidentiality and Impartiality (Annex L7) confirming that they are in compliance with and will abide by applicable rules and the policies. Thereafter, all PIU staff is required to sign an annual confirmation or affidavit stating that they have remained in compliance with these policies throughout the period. The originals of signed confirmations or affidavits will be collected and archived by the Head of PIU and available for purposes of any eventual verification or compliance testing performed.

4. Internal Audit

Definition and role of internal audit

‘’Internal audit is an independent, objective assurance and consulting activity designed to add value and improve an organisation's operations. It helps an organisation to accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control, and governance processes.’’

Internal audit as an integrated part of the overall public internal financial control system (PIFC), provide assurance and consulting services needed to be carried out in the public sector for the purpose of ascertaining if the acceptable policies and procedures, legal requirements and standards are achieved, if utilisation of the resources is efficient and economical, and if planed missions i.e. goals of budget users are achieved effectively.  

Internal audit in the institutions which manage the European Union Funds shall contribute by its assurance to the protection of the European Union financial interests.

Establishment of internal audit function in Republic of Croatia is regulated by the Public Internal Financial Control Law (OG, 78/2015) and the Rulebook on Internal Audit of Budget Users (OG, 96/13). 

Article 28 of Commission Regulation (EC) No 718/2007 of 12 June 2007 implementing Council Regulation (EC) No 1085/2006 establishing an Instrument for pre-accession assistance (IPA) defines the responsibility of Operating structure to ensure internal audit of constituting bodies. Accordingly, the Accreditation criteria annexed to the Commission Regulation have set the internal audit as one of the requirement (monitoring activities) needed to be fulfilled by the Operating structure in order to obtain the accreditation. The purpose of internal audit is to ensure that top managers are provided with some independent review of the functioning of their systems at subordinate levels. It may involve some ex-post transaction checking but should be more focussed on effectiveness and efficiency of system and organisation design.

The Internal Audit Unit, as an independent organizational unit within the institution, will perform internal audits within the PIU. In institutions which do not have established own Internal Audit Unit the internal audits could be carried out on the basis of the agreement on internal audit established with the relevant ministry/institution as prescribed by the Rulebook on Internal Audit of Budget Users. 

Functionally and organizationally, internal audit is separated from other organizational units within the institution, is being accountable and reports directly to the User of Budget Head. 

Internal auditors are obliged to apply:

a) Public Internal Financial Control Law,

b) Rulebook on Internal Audit of Budget Users,

c) Internal Auditors’ Professional Code of Ethics (OG, 18/08),

d) Internal Auditors’ Manual, version 4.0., issued by the Sector for Harmonization of Internal Audit and Financial Control and endorsed by the Minister of Finance,

e) Internal Auditors Charter of the Internal Audit Unit.
Certification of internal auditors

Internal auditors must fulfil the qualifications and possess the Certificate for public sector Internal Audit (CPIA) as prescribed by the Public Internal Financial Control Law, as well as an additional training module on EU funds internal auditing. Internal auditors must continuously improve their knowledge, skills and other competencies for efficient internal auditing as prescribed by the Instructions for continuous professional development of internal auditors in public sector (endorsed by the Minister of Finance). 

Planning 
According to the Public Internal Financial Control Law Internal Audit Unit is obliged to prepare a strategic plan for a three-year period, annual plan for calendar year and individual audit plan. 

Plans should be prepared based on the risk assessment. Strategic plan covers period of three years. Annual internal audit plan should be aligned with the Strategic plan. Strategic and Annual internal audit plan are prepared by the Internal Audit Unit Head and endorsed by the User of Budget Head.  

According to the Agreement on providing internal audit findings to the PAO within the Operating structure for IPA I Component, the Internal Audit Unit within the body constituting the Operating structure for IPA I Component, will conduct at least one audit of particular body constituting the Operating structure for IPA I Component, based on the risk assessment. 

For each audit, an internal audit plan and programme should be prepared based on the Annual plan. 

Internal audits are conducted based on the risk assessment focusing on the processes identified as high risky. Within those audits the sensitive posts are encompassed as well. 

Reporting
After carrying out the audit assignment, the responsible audit team leader draws up a draft report on the internal audit assignment, which shall be submitted to the Head of the audited organisational unit. 

Following the submission of draft audit report, the Head of Internal Audit Unit organises final meeting with the responsible representatives of audited organisational unit to discuss ascertained facts and recommendations. The Head of the Internal Audit Unit prepares response to the draft audit report including actions to be taken, responsible persons and deadline for the implementation of the recommendations. On the basis of the response the Internal Audit Unit issues a final internal audit report. The Head of the Internal Audit Unit submits the final audit report to the User of Budget Head and to the Head of audited organisational unit.  The final audit report consists of executive summary, audit objectives and scope, conclusions and recommendations, as well as response of authorised representatives of the audit unit.
In accordance with the Public Internal Financial Control Law, the internal audit is obliged to monitor if the recommendations are implemented correctly, efficient and timely. Follow up must be performed regularly on annual basis.

According to the Agreement on providing internal audit findings to the PAO within the Operating structure for IPA I Component, the SPO is obliged to submit the final internal audit report to the PAO, with prior approval of the User of Budget Head, within 15 days from the receipt of the report from the Internal Audit Unit. 

Escalation procedures

For any internal control weaknesses and other issues identified by internal audit follow-up and escalation procedures are established in accordance with the principles as described in this chapter, under point I.6. Recording and correction of internal control weaknesses. 

5.  External Audit 

The main bodies involved in the external audit of the IPA funds are:

· The Audit Authority (AA) - Agency for the Audit of European Union Programmes Implementation System ;

· The European Commission (EC), including the European Anti-fraud Office;

· The European Court of Auditors.

The Audit Authority is responsible for the verification of the effective functioning of the management and control systems and of the reliability of accounting information provided to the European Commission.

All Financing Agreements as well as all resulting IPA Operational Programmes and subsequent contracts are subject to supervision and financial control by the European Commission (including the European Anti-fraud Office) and audits by the  European Court of Auditors. 

In order to ensure efficient protection of financial interests of the Community, the Commission, including OLAF, may conduct documentary and on-the-spot checks and inspections in accordance with the procedures foreseen in the Council Regulation (EC, Euratom) No 2185/96. The controls and audits are also applicable to all contractors and sub-contractors who have received Community funds, including all related information to be found in the documents of the CFCA and PIUs concerning the national contribution.

Without prejudice to the responsibilities of the Commission and the European Court of Auditors, the accounts and operations of the CFCA and all the bodies constituting the Operating Structure per IPA Operational Programmes and involved in the use of IPA funds may be checked at the Commission’s discretion by the Commission itself or by an external auditor contracted by the Commission, as referred to in Art 27 of the Framework Agreement dated 27 August 2007.
6.  Annexes

 Annex 1: Root Cause Analysis 

� Definition of the Institute of Internal Auditors (IIA) 









